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§104.292 Additional requirements—
passenger vessels and ferries.
* * * * *

(d) Owners and operators of passenger
vessels and ferries covered by this part
that use public access facilities, as that
term is defined in § 101.105 of this
subchapter, must address security
measures for the interface of the vessel
and the public access facility, in
accordance with the appropriate Area

Maritime Security Plan.
* * * * *

§104.297 [Amended]

m 22.In §104.297(c), remove the words
“prior to July 1, 2004 and add, in their
place, the words “on or before July 1,
2004”.

§104.300 [Amended]

= 23.In §104.300(d)(8), after the words
“Vessel-to-vessel”’, add the word
“activity”’.

§104.305 [Amended]

= 24.In §104.305—

= a.In the introductory text to
paragraphs (d)(3), (d)(4), and (d)(5), after
the word “VSA”, add the word ‘“report”;
= b.In §104.305(d)(3)(iv) after the words
“dangerous goods” remove the word
“or” and replace with the word “and”’;
and

= c. Redesignate paragraph (d)(6) as
paragraph (e) and, in the second
sentence, after the words “The VSA”,
add the words “, the VSA report,”.

= 25. Add §104.310(c) to read as follows:

§104.310 Submission requirements.
* * * * *

(c) The VSA must be reviewed and
revalidated, and the VSA report must be
updated, each time the VSP is submitted
for reapproval or revisions.

§104.400 [Amended]

= 26.In §104.400—

= a. In paragraph (a)(2), after the words
“Must be written in English”” add the
words ““, although a translation of the
VSP in the working language of vessel
personnel may also be developed”.

= b. Revise paragraph (b) to read as
follows:

§104.400 General.
* * * * *

(b) The VSP must be submitted to the
Commanding Officer, Marine Safety
Center (MSC) 400 Seventh Street, SW.,
Room 6302, Nassif Building,
Washington, DC 20590-0001, in a
written or electronic format. Information
for submitting the VSP electronically
can be found at http://www.uscg.mil/
HQ/MSC. Owners or operators of foreign
flag vessels that are subject to SOLAS

Chapter XI must comply with this part
by carrying on board a valid
International Ship Security Certificate
that certifies that the verifications
required by Section 19.1 of part A of the
ISPS Code (Incorporated by reference,
see § 101.115 of this subchapter) have
been completed. As stated in Section 9.4
of the ISPS Code, part A requires that,
in order for the ISSC to be issued, the
provisions of part B of the ISPS Code

need to be taken into account.
* * * * *

= 27.1In §104.410—

» a. Revise the introductory text for
paragraph (a) to read as set out below;
» b. In paragraph (a)(1), after the words
“Vessel Security Plan (VSP)”, add the
words “, in English,”;

» c. Revise paragraphs (a)(2) and (b) to
read as set out below;

» d. In paragraph (c)(1), remove the
words ““, or” and add, in their place, a
semicolon;

m e. Redesignate paragraph (c)(2) as
paragraph (c)(3);

» f. Add new paragraph (c)(2) to read as
follows:

§104.410 Submission and approval.

(a) In accordance with § 104.115, on
or before December 31, 2003, each
vessel owner or operator must either:

* * * * *

(2) If intending to operate under an
Approved Security Program, a letter
signed by the vessel owner or operator
stating which approved Alternative
Security Program the owner or operator
intends to use.

(b) Owners or operators of vessels not
in service on or before December 31,
2003, must comply with the
requirements in paragraph (a) of this
section 60 days prior to beginning
operations or by December 31, 2003,
whichever is later.

(C] * * %

(2) Return it for revision, returning a
copy to the submitter with brief
descriptions of the required revisions; or
* * * * *

= 28.In§104.415—

= a.In paragraph (a)(1), remove the text
“MSC” and, add in its place, the words
“Marine Safety Center (MSC)”’;

m b. In paragraph (a)(2), remove the
words ‘“Marine Safety Center”” and the
words “Marine Safety Center (MSC)”
and add, in their place, the text “MSC”’;
and

= c. Redesignate paragraph (a)(3) as (a)(4)
and add new paragraph (a)(3) to read as
follows:

§104.415 Amendment and audit.

(a] * * *

(3) Nothing in this section should be
construed as limiting the vessel owner

or operator from the timely
implementation of such additional
security measures not enumerated in the
approved VSP as necessary to address
exigent security situations. In such
cases, the owner or operator must notify
the MSC by the most rapid means
practicable as to the nature of the
additional measures, the circumstances
that prompted these additional
measures, and the period of time these
additional measures are expected to be
in place.

* * * * *

46 CFR Chapter |
PART 2—VESSEL INSPECTIONS

m 29. The authority citation for part 2
continues to read as follows:

Authority: 33 U.S.C. 1903; 43 U.S.C. 1333;
46 U.S.C. 3103, 3205, 3306, 3307, 3703; 46
U.S.C. Chapter 701; Executive Order 12234,
45 FR 58801, 3 CFR, 1980 Comp., p. 277;
Department of Homeland Security Delegation
No. 0170.1; subpart 2.45 also issued under
the authority of Act Dec. 27, 1950, Ch. 1155,
secs. 1, 2, 64 Stat. 1120 (see 46 U.S.C. App.
Note prec. 1).

= 30. Add § 2.01-25(a)(2)(viii) to read as
follows:

§2.01-25 International Convention for
Safety of Life at Sea, 1974.

(a) * *x %

(2) * % *

(viii) International Ship Security
Certificate (ISSC).

* * * * *

Dated: October 8, 2003.
Thomas H. Collins,
Admiral, U.S. Coast Guard Commandant.
[FR Doc. 03—26347 Filed 10-17-03; 8:45 am]
BILLING CODE 4910-15-P

DEPARTMENT OF HOMELAND
SECURITY

Coast Guard

33 CFR Part 105
[USCG-2003-14732]
RIN 1625-AA43

Facility Security

AGENCY: Coast Guard, DHS.
ACTION: Final rule.

SUMMARY: This final rule adopts, with
changes, the temporary interim rule
published on July 1, 2003, that provides
security measures for certain facilities in
U.S. ports. It also requires owners or
operators of facilities to designate
security officers for facilities, develop
security plans based on security
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assessments and surveys, implement
security measures specific to the
facility’s operations, and comply with
Maritime Security Levels. This rule is
one in a series of final rules on maritime
security in today’s Federal Register. To
best understand this rule, first read the
final rule titled “Implementation of
National Maritime Security Initiatives”
(USCG-2003-14792), published
elsewhere in today’s Federal Register.
DATES: This final rule is effective
November 21, 2003. On July 1, 2003, the
Director of the Federal Register
approved the incorporation by reference
of certain publications listed in this
final rule.

ADDRESSES: Comments and material
received from the public, as well as
documents mentioned in this preamble
as being available in the docket, are part
of docket USCG—-2003-14732 and are
available for inspection or copying at
the Docket Management Facility, U.S.
Department of Transportation, room PL—
401, 400 Seventh Street SW.,
Washington, DC, between 9 a.m. and 5
p-m., Monday through Friday, except
Federal holidays. You may also find this
docket on the Internet at http://
dms.dot.gov.

FOR FURTHER INFORMATION CONTACT: If
you have questions on this final rule,
call Lieutenant Gregory Purvis (G-MPS—
1), U.S. Coast Guard by telephone 202—
267-1072 or by electronic mail
gpurvis@comdt.uscg.mil. If you have
questions on viewing the docket, call
Andrea M. Jenkins, Program Manager,
Docket Operations, Department of
Transportation, at telephone 202—-366—
0271.

SUPPLEMENTARY INFORMATION:

Regulatory Information

On July 1, 2003, we published a
temporary interim rule with request for
comments and notice of public meeting
titled “Facility Security” in the Federal
Register (68 FR 39315). This temporary
interim rule was one of a series of
temporary interim rules on maritime
security published in the July 1, 2003,
issue of the Federal Register. On July
16, 2003, we published a document
correcting typographical errors and
omissions in that rule (68 FR 41916).

We received a total of 438 letters in
response to the six temporary interim
rules by July 31, 2003. The majority of
these letters contained multiple
comments, some of which applied to the
docket to which the letter was
submitted, and some of which applied
to a different docket. For example, we
received several letters in the docket for
the temporary interim rule titled
“Implementation of National Maritime

Security Initiatives” that contained
comments in that temporary interim
rule, plus comments on the “Facility
Security” temporary interim rule. We
have addressed individual comments in
the preamble to the appropriate final
rule. Additionally, we had several
commenters submit the same letter to all
six dockets. We counted these duplicate
submissions as only one letter, and we
addressed each comment within that
letter in the preamble for the
appropriate final rules. Because of
statutorily imposed time constraints for
publishing these regulations, we were
unable to consider comments received
after the period for receipt of comments
closed on July 31, 2003.

A public meeting was held in
Washington, DC, on July 23, 2003 and
approximately 500 people attended.
Comments from the public meeting are
also included in the “Discussion of
Comments and Changes” section of this
preamble.

In order to focus on the changes made
to the regulatory text since the
temporary interim rule was published,
we have adopted the temporary interim
rule and set out, in this final rule, only
the changes made to the temporary
interim rule. To view a copy of the
complete regulatory text with the
changes shown in this final rule, see
http://www.uscg.mil/hq/g-m/mp/
index.htm.

Background and Purpose

A summary of the Coast Guard’s
regulatory initiatives for maritime
security can be found under the
“Background and Purpose” section in
the preamble to the final rule titled
“Implementation of National Maritime
Security Initiatives” (USCG—2003—
14792), published elsewhere in this
issue of the Federal Register.

Impact on Existing Domestic
Requirements

33 CFR part 128, Security of
Passenger Terminals, currently exists
but applies only to cruise ship
terminals. Until July 2004, 33 CFR part
128 will remain in effect. Facilities that
were required to comply with part 128
must now also meet the requirements of
this part, including § 105.290, titled
‘““Additional requirements—cruise ship
terminals.” The requirements in
§105.290 generally capture the existing
requirements in part 128 that are
specific for cruise ship terminals and
capture additional detail to comply with
the requirements of SOLAS Chapter XI-
2 and the ISPS Code.

Discussion of Comments and Changes

Comments from each of the temporary
interim rules and from the public
meeting held on July 23, 2003, have
been grouped by topic and addressed
within the preambles to the applicable
final rules. If a comment applied to
more than one of the six rules, we
discussed it in the preamble to each of
the final rules that it concerned. For
example, discussions of comments that
requested clarification or changes to the
Declaration of Security procedures are
duplicated in the preambles to parts
104, 105, and 106. Several comments
were submitted to a docket that
included topics not addressed in that
particular rule, but were addressed in
one or more of the other rules. This was
especially true for several comments
submitted to the docket of part 101
(USCG-2003-14792). In such cases, we
discussed the comments only in the
preamble to each of the final rules that
concerned the topic addressed.

Subpart A—General

This subpart contains provisions
concerning applicability, waivers, and
other subjects of a general nature
applicable to part 105.

One commenter stated the public
access area was a very well thought out
concept. Another commenter stated that
the thresholds and exempted facilities
specified in § 105.105 should remain as
written.

One commenter requested that
§ 105.105(a)(2) be revised, stating that
the security requirements of facilities
should be based on the terminal’s size
and capacity alone, rather than on the
number of passengers a vessel is
certificated to carry.

While a terminal’s size or capacity is
a way to determine applicability, we
chose to focus on vessel interface and
cargo handling activities because this
method is consistent with the
conceptual applicability standards
employed internationally. When we
focused on vessel-to-facility interfaces,
our risk assessment showed that vessels
certificated to carry over 150 passengers,
and the facilities servicing them, may be
involved in a transportation security
incident.

Two commenters requested
clarification on our reference to
International Convention for Safety of
Life at Sea, 1974, (SOLAS) and facility
applicability. One commenter stated
that because the applicability of the
various chapters of SOLAS is not
consistent, it is necessary to specify
particular chapters in SOLAS to define
the applicability of this regulation to
U.S. flag vessels. The commenter
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requested that we limit the reference to
SOLAS in §105.105(a)(3) to “SOLAS
Chapter XI-2.” Another commenter
stated that it is not clear whether the
words “greater than 100 gross registered
tons” applied to SOLAS vessels as well
as to vessels that are subject to 33 CFR
subchapter 1.

We agree that the general reference to
SOLAS is broad and could encompass
more vessels than necessary. We have
amended the applicability reference to
read “SOLAS Chapter XI"” because
subchapter H addresses those
requirements in SOLAS Chapter XI.
Also, we have amended §105.105(a) to
apply the term ““greater than 100 gross
registered tons” to facilities that receive
vessels subject only to subchapter I. We
did not include references to foreign or
U.S. ownership in the applicability
paragraphs because it is duplicative of
the existing language.

Two commenters were concerned
about the breadth of the regulations.
One commenter asked that the
regulations be broadened to allow for
exemptions. One commenter stated that
the applicability as described in
§101.110 is “much too general,” stating
that it can be interpreted as including a
canoe tied up next to a floating dock in
front of a private home. The commenter
concluded that such a broad definition
would generate ““a large amount of”’
confusion and discontent among
recreational boaters and waterfront
homeowners.

Our applicability for the security
regulations in 33 CFR subchapter H is
for all vessels and facilities; however,
parts 104, 105, and 106 directly regulate
those vessels and facilities we have
determined may be involved in
transportation security incidents, which
does not include canoes and private
residences. For example, § 104.105(a)
applies to commercial vessels; therefore,
a recreational boater is not regulated
under part 104. If a waterfront
homeowner does not meet any of the
specifications in § 105.105(a), the
waterfront homeowner is not regulated
under part 105. It should be noted that
all waterfront areas and boaters are
covered by parts 101 through 103 and,
although there are no specific security
measures for them in these parts, the
AMS Plan may set forth measures that
will be implemented at the various
MARSEC Levels that may apply to
them. Security zones and other
measures to control vessel movement
are some examples of AMS Plan actions
that may affect a homeowner or a
recreational boater. Additionally, the
COTP may impose measures, when
necessary, to prevent injury or damage
or to address specific security concerns.

Five commenters addressed the
applicability of the regulations with
respect to facilities and the boundaries
of the Coast Guard jurisdiction relative
to that of other Federal agencies. Four
commenters advocated a “firm line of
demarcation” limiting the Coast Guard
authority to the “dock,” because as the
rule is now written, a facility may still
be left to wonder which Federal agency
or department might have jurisdiction
over it when it comes to facility
security. One commenter suggested that
the Coast Guard jurisdiction should not
extend beyond ““the first continuous
access control boundary shore side of
the designated waterfront facility.”

Section 102 of the MTSA requires the
Secretary of the Department in which
the Coast Guard is operating to prescribe
certain security requirements for
facilities. The Secretary has delegated
that authority to the Coast Guard.
Therefore, the Coast Guard is not only
authorized, but also required under the
MTSA, to regulate beyond the “dock.”

We received 64 comments concerned
with the application of these security
measures to ferries. The commenters did
not want airport-like screening
measures implemented on ferries,
stating that such measures would cause
travel delays, frustrating the mass transit
aspect of ferry service. The commenters
also stated that the security
requirements will impose significant
costs to the ferry owners, operators, and
passengers.

These regulations do not mandate
airport-like security measures for ferries;
however, ferry owners or operators may
have to heighten their existing security
measures to ensure that our ports are
secure. Ferry owners and operators can
implement more stringent screening or
access measures, but they can also
include existing security measures in
the required security plan. These
measures will be fully reviewed and
considered by the Coast Guard to ensure
that they cover all aspects of security for
periods of normal and reduced
operations.

We understand that ferries often
function as mass transit and we have
included special provisions for them.
Even with these provisions, our cost
analysis indicated that compliance with
these final rules imposes significant
costs to ferry owners and operators. To
address this concern, the Department of
Homeland Security (DHS) has
developed a grant program to provide
funding for security upgrades. Ferry
terminal owners and operators can
apply for these grants.

Six commenters stated that the term
“fleeting facility” in § 105.105(a)(4) is
more general than the definition of a

“barge fleeting facility” in § 101.105.
The commenters pointed out that
temporary staging areas of barges, or
those areas for the breaking and making
of tows provided by the U.S. Army
Corps of Engineers, are not included in
the definition of “barge fleeting facility”
because they are not “‘commercial
fleeting areas.” The commenters
suggested that these areas be included
in AMS Plans.

We agree with the commenters and
are amending § 105.105(a)(4) to make it
consistent with the definition stated in
§101.105 for “barge fleeting facility.”
This new language can be found in
§ 105.105(a)(6). With regards to barge
fleeting areas that are provided by the
U.S. Army Corps of Engineers, in
accordance with § 105.105(b), those
facilities that are not subject to part 105
will be covered by parts 101 through
103 of this subchapter and will be
included in the AMS Plan for the COTP
zone in which the facility is located.

Three commenters disagreed with
including all barge fleeting facilities that
handle barges carrying hazardous
material in the security requirements.
The commenters stated that the security
requirements are an undue burden on
industry because the fleeting facilities
are remote and routinely inaccessible by
shore.

We developed the fleeting facility
security requirements because these
facilities may, if they fleet hazardous
barges, be involved in a transportation
security incident. Remoteness or
inaccessibility of fleeting facilities will
be factors to consider during the Facility
Security Assessment and will be key in
determining the security measures to be
implemented.

One commenter noted that
§105.105(a)(4) does not apply to barges
in a gas-free state, and suggested that we
amend this paragraph to read, “whether
loaded, unloaded, or gas-free.”

Section 105.105(a)(4) applies to those
barges that are actually loaded with
cargoes regulated under 46 CFR
subchapter D or O, not those that are
gas-free. Barges that are gas-free are
unlikely to be involved in a
transportation security incident.

Three commenters recommended that
we amend § 105.105(c)(3) to clarify the
applicability of facilities that support
the production, exploration, or
development, of oil and natural gas.

We agree with the commenters that
the exemptions in § 105.105(c)(3) are
confusing and are amending this section
for clarity.

Two commenters requested
exemptions for “facilities that handle
certain fertilizers,” stating that they do
not pose risks to human health or the
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environment from a transportation
security perspective. The commenters
requested that we exempt facilities that
handle only certain non-hazardous
fertilizers from the requirements of part
105, stating that these facilities are not
likely to be involved in a transportation
security incident.

Our risk assessment determined that
facilities that receive vessels on
international voyages, including those
that carry non-hazardous fertilizers, may
be involved in a transportation security
incident. We are not, therefore,
amending the applicability for facilities
in part 105 to exempt these facilities.
The facility owner or operator may
apply to the Commandant (G-MP) for a
waiver as specified in § 105.130.
Because a Facility Security Plan is based
on the results of the Facility Security
Assessment, the security measures
implemented will be tailored to the
operations of the facility. Those security
measures will be appropriate for that
facility, but will differ from the
measures implemented at a facility that
handles dangerous goods or hazardous
substances.

One commenter stated that we needed
to clarify how the regulations apply to
facilities in ‘“‘caretaker status.”

Facilities operating with “caretaker
status” as defined in 33 CFR 154.105,
that are not engaged in any of the
activities regulated under part 105, will
be covered under parts 101 through 103.
Facilities in “caretaker status” engaging
in or intending to engage in any of the
activities regulated under § 105.105
must comply with part 105 by
conducting a Facility Security
Assessment and, 60 days prior to
beginning operations, submitting a
Facility Security Plan to the local COTP
for approval. In such situations, the
“caretaker” is the “owner or operator”
as that term is defined in the
regulations.

Six commenters stated that part 105
should not apply to marinas that receive
a small number of passenger vessels
certificated to carry more than 150
passengers or to ‘“‘mixed-use or special-
use facilities which might accept or
provide dock space to a single vessel”
because the impact on local business in
the facility could be substantial. Two
commenters stated that private and
public riverbanks should not be
required to comply with part 105
because “there is no one to complete a
Declaration of Security with, and no
way to secure the area, before the vessel
arrives.” Two commenters stated that
facilities that are “100 percent public
access” should not be required to
comply with part 105 because these
types of facilities are “vitally important

to the local economy, as well as to the
host municipalities.” This commenter
also stated that vessels certificated to
carry more than 150 passengers
frequently embark guests at private,
residential docks and small private
marinas for special events such as
weddings and anniversaries and may
visit such a dock only once.

We agree that the applicability of part
105 to facilities that have minimal
infrastructure, but are capable of
receiving passenger vessels, is unclear.
Therefore, in the final rule for part 101,
we added a definition for a “public
access facility”” to mean a facility
approved by the cognizant COTP with
public access that is primarily used for
purposes such as recreation or
entertainment and not for receiving
vessels subject to part 104. By
definition, a public access facility has
minimal infrastructure for servicing
vessels subject to part 104 but may
receive ferries and passenger vessels
other than cruise ships, ferries
certificated to carry vehicles, or
passenger vessels subject to SOLAS.
Minimal infrastructure would include,
for example, bollards, docks, and ticket
booths, but would not include, for
example, permanent structures that
contain passenger waiting areas or
concessions. We have not allowed
public access facilities to be designated
if they receive vessels such as cargo
vessels because such cargo-handling
operations require additional security
measures that public access facilities
would not have. We amended part 105
to exclude these public access facilities,
subject to COTP approval, from the
requirements of part 105. We believe
this construct does not reduce security
because the facility owner or operator or
entity with operational control over
these types of public access facilities
still has obligations for security that will
be detailed in the AMS Plan, based on
the AMS Assessment. Additionally,
Vessel Security Plans must address
security measures for using the public
access facility. This exemption does not
affect existing COTP authority to require
the implementation of additional
security measures to deal with specific
security concerns. We have also
amended § 103.505, to add public access
facilities to the list of elements that
must be addressed within the AMS
Plan.

We received 26 comments dealing
with the definition of “facility.” One
commenter asked whether a facility that
is inside a port that handles cargo or
containers, but does not have direct
water access, is covered under the
definition of facility. Another
commenter recommended that the

definition specify that facilities without
water access and that do not receive
vessels be exempt from the
requirements. One commenter asked
whether small facilities located inland
on a river would be subject to part 105
if they receive vessels greater than 100
gross registered tons on international
voyages. One commenter asked whether
a company that receives refined
products via pipeline from a dock
facility that the company does not own
qualifies as a regulated facility. One
commenter asked whether part 105
applies to facilities at which vessels do
not originate or terminate voyages. Two
commenters stated that the word
“adjacent” in the definition should be
changed to read “immediately adjacent”
to the “navigable waters.” One
commenter suggested that, in the
definition, the word “adjacent” be
defined in terms of a physical distance
from the shore and the terms “on, in, or
under” and “waters subject to the
jurisdiction of the U.S.” be clarified.
Two commenters understand the
definition of “facility” to possibly
include overhead power cables,
underwater pipe crossings, conveyors,
communications conduits crossing
under or over the water, or a riverbank.
One commenter asked for a blanket
exemption for electric and gas utilities.
One commenter suggested rewriting the
applicability of ““facilities” in plain
language or, alternatively, providing an
accompanying guidance document to
help owner and operators determine
whether their facilities are subject to
these regulations. One commenter asked
us to clarify which facilities might
“qualify” for future regulation and
asked us to undertake a comprehensive
review of security program gaps and
overlaps, in coordination with DHS.
One commenter stated that a facility
that receives only vessels in “lay up” or
for repairs should not be required to
comply with part 105.

We recognize that the definition of
“facility” in § 101.105 is broad, and we
purposefully used this definition to be
consistent with existing U.S. statutes
regarding maritime security. A facility
within an area that is a marine
transportation-related terminal or that
receives vessels over 100 gross tons on
international voyages is regulated under
§105.105. All other facilities in an area
not directly regulated under § 105.105,
such as some adjacent facilities and
utility companies, are covered under
parts 101 through 103. If the COTP
determines that a facility with no direct
water access may pose a risk to the area,
the facility owner or operator may be
required to implement security
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measures under existing COTP
authority. With regard to facilities that
receive only vessels in “lay up” or for
repairs, we amended the regulations to
define, using the definition of a general
shipyard facility from 46 CFR 298.2, and
exempt general shipyard facilities from
the requirements of part 105 unless the
facility is subject to 33 CFR parts 126,
127, or 154 or provides any other
service beyond those services defined in
§101.105 to any vessel subject to part
104. In a similar manner, in part 105, we
are also exempting facilities that receive
vessels certificated to carry more than
150 passengers if those vessels do not
carry passengers while at the facility nor
embark or disembark passengers from
the facility. We exempted facilities that
receive vessels for lay-up, dismantling,
or placing out of commission to be
consistent with the other changes we
have discussed above. The facilities
listed in the amended § 105.105 as
exceptions and § 105.110 as exemptions
will be covered by the AMS Plan, and
we intend to issue further guidance on
addressing these facilities in the AMS
Plan. Finally, while not in “plain
language” format, we have attempted to
make these regulations as clear as
possible. We have created Small
Business Compliance Guides, which
should help facility owners and
operators determine if their facilities are
subject to these regulations. These
Guides are available where listed in the
“Assistance for Small Entities” section
of this final rule.

Twelve commenters questioned our
compliance dates. One commenter
stated that because the June 2004
compliance date might not be easily
achieved, the Coast Guard should
consider a “phased in approach” to
implementation. Four commenters
asked us to verify our compliance date
expectations and asked if a facility can
“gain relief” from these deadlines for
good reasons.

The MTSA requires full compliance
with these regulations 1 year after the
publication of the temporary interim
rules, which were published on July 1,
2003. Therefore, a ““phased in
approach” will not be used. While
compliance dates are mandatory, a
vessel or facility owner or operator
could “‘gain relief” from making
physical improvements, such as
installing equipment or fencing, by
addressing the intended improvements
in the Vessel or Facility Security Plan
and explaining the equivalent security
measures that will be put into place
until improvements have been made.

After further review of the rules, we
are amending the dates of compliance in
§105.115(a) and (b), § 105.120

introductory text, and § 105.410(a) to
align with the MTSA and the
International Ship and Port Facility
Security Code (ISPS Code) compliance
dates. For example, we are changing the
deadline in § 105.115(a) for submitting a
Facility Security Plan from December
29, 2003, to December 31, 2003.

One commenter requested that we
clarify § 105.125, Noncompliance, to
“focus on only those areas of
noncompliance that are the core
building blocks of the facility security
program” stating that the section
requires a ‘“‘self-report [of] every minor
glitch in implementation.”

We did not intend for § 105.125 to
require self-reporting for minor
deviations from these regulations if they
are corrected immediately. We have
clarified §§104.125, 105.125, and
106.120 to make it clear that owners or
operators are required to request
permission from the Coast Guard to
continue operations when temporarily
unable to comply with the regulations.

Three commenters recommended
developing an International Maritime
Organization (IMO) list of port facilities
to help foreign shipowners identify U.S.
facilities not in compliance with
subchapter H. In a related comment,
there was a request for the Coast Guard
to maintain and publish a list of non-
compliant facilities and ports because a
COTP may impose one or more control
and compliance measures on a domestic
or foreign vessel that has called on a
facility or port that is not in compliance.

We do not intend to publish a list of
each individual facility that complies or
does not comply with part 105. As
discussed in the temporary interim rule
(68 FR 39262) (part 101), our regulations
align with the requirements of the ISPS
Code, part A, section 16.5, by using the
AMS Plan to satisfy our international
obligations to communicate to IMO, as
required by SOLAS Chapter XI-2,
regulation 13.3, the locations within the
U.S. that are covered by an approved
port facility security plan. Any U.S.
facility that receives vessels subject to
SOLAS is required to comply with part
105.

We received seven comments
regarding waivers, equivalencies, and
alternatives. Three commenters
appreciated the flexibility of the Coast
Guard in extending the opportunity to
apply for a waiver or propose an
equivalent security measure to satisfy a
specific requirement. Four commenters
requested detailed information
regarding the factors the Coast Guard
will focus on when evaluating
applications for waivers, equivalencies,
and alternatives.

The Coast Guard believes that
equivalencies and waivers provide
flexibility for vessel owners and
operators with unique operations.
Sections 104.130, 105.130, and 106.125
state that vessel or facility owners or
operators requesting waivers for any
requirement of part 104, 105, or 106
must include justification for why the
specific requirement is unnecessary for
that particular owner’s or operator’s
vessel or facility or its operating
conditions. Section 101.120 addresses
Alternative Security Programs and
§ 101.130 provides for equivalents to
security measures. We intend to issue
guidance that will provide more
detailed information about the
application procedures and
requirements for waivers, equivalencies,
and the Alternative Security Program.

After further review of parts 101 and
104—106, we have amended
§§101.120(b)(3), 104.120(a)(3),
105.120(c), and 106.115(c) to clarify that
a vessel or facility that is participating
in the Alternative Security Program
must complete a vessel or facility
specific security assessment report in
accordance with the Alternative
Security Program, and it must be readily
available.

One commenter stated that facilities
should be permitted to use equivalent
security measures because facilities vary
greatly in their design and security risk
profile.

We agree and have provided facilities
the opportunity to apply for approval of
equivalent security measures in
§105.135.

Subpart B—Facility Security
Requirements

This subpart describes the
responsibilities of the facility owner or
operator and personnel relative to
facility security. It includes
requirements for training, drills,
recordkeeping, and Declarations of
Security. It identifies specific security
measures, such as those for access
control, cargo handling, monitoring, and
particular types of facilities.

Two commenters suggested that the
Coast Guard should not regulate
security measures but should establish
security guidelines based on facility
type, in essence creating a matrix with
“risk-levels” and identified suggested
measures for facility security.

We cannot establish only guidelines
because the MTSA and SOLAS require
us to issue regulations. We have
provided performance-based, rather
than prescriptive, requirements in these
regulations to give owners or operators
flexibility in developing security plans
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tailored to vessels’ or facilities’ unique
operations.

One commenter asked who would be
ensuring the integrity of security
training and exercise programs.

Since the events of September 11,
2001, the Coast Guard has developed a
directorate responsible for port, vessel,
and facility security. This directorate
oversees implementation and
enforcement of the regulations found in
parts 101 through 106. Additionally,
owners and operators of vessels and
facilities will be responsible for
recordkeeping regarding training, drills,
and exercises, and the Coast Guard will
review these records during periodic
inspections.

One commenter stated that it is
appropriate for Federal, State, and local
authorities to assume responsibility for
terminal security, and that there must be
a responsible party for the terminal at
all times whether a vessel is there or
not.

Section 105.200(a) states that the
owner or operator of the facility must
ensure that the facility operates in
compliance with the requirements of
this part. Therefore, the owner or
operator is responsible for terminal
security at all times whether or not a
vessel is at the facility.

Five commenters stated that the
requirement of § 105.200(b)(2), which
compels Facility Security Officers to
implement security measures in
response to MARSEC Levels within 12
hours of notification would be
problematic, especially for facilities
with limited manpower, and during
weekends, or nights.

We disagree with the commenters and
believe that it is well within reason to
expect that Facility Security Officers
can implement the necessary security
measures changes within 12 hours.

Two commenters recommended that
the word ““‘adequate” be deleted from
§105.200(b)(6) because the commenter
believes that the owners’ or operators’
definition of “adequate’”” might not be
the same as intended in the regulations.

The use of the word ““adequate”
throughout the regulations emphasizes
that minimal coordination of security
issues may not be sufficient and allows
for differences in individual
circumstances.

One commenter recommended that
facility owners or operators should limit
access to vessels moored at the facility
to those individuals and organizations
that conduct business with the vessel,
contending that the word “visitor” may
have too broad a connotation.

The regulations provide flexibility to
define who can have access to a facility.
The Facility Security Plan must contain

security measures for access control and
can limit access to those individuals
and organizations that conduct business
with the vessel. We do specify that a
facility must ensure coordination of
shore leave for vessel personnel or crew
change-out, as well as access through
the facility for representatives of
seafarers’ welfare and labor
organizations.

One commenter suggested adding a
provision that would allow unimpeded
access for passengers to board
charterboats at facilities regulated under
part 105, stating that the “extraordinary
measures” required to ensure facility
security could hamper public entrance
to these facilities.

A facility owner or operator must
coordinate access to the facility with
vessel personnel under § 105.200(b)(7);
however, that owner or operator is also
required to implement security
measures that include access control.
We did not allow any group of vessel
passengers or personnel unimpeded
access to a facility regulated under this
subchapter because it would undermine
the purpose of access control. A facility
owner or operator may impede
passengers’ access to charterboats if he
or she perceives that these passengers
pose a risk, are at risk, or if such passage
is not in compliance with the facility’s
security plan.

Nineteen commenters were concerned
about the rights of seafarers at facilities.
One commenter stated that the direct
and specific references to shore leave in
the regulations conform exactly with his
position and the widespread belief that
shore leave is a fundamental right of a
seaman. One commenter stated that
coordinating mariner shore leave with
facility operators is important and
should be retained, stating that shore
leave for ships’ crews exists as a
fundamental seafarers’ right that can be
denied only in compelling
circumstances. The commenter also
stated that chaplains should continue to
have access to vessels, especially during
periods of heightened security. Four
commenters requested that the
regulations require facilities to allow
vessel personnel access to the facilities
for shore leave, or other purposes,
stating that shore leave is a basic human
right and should not be left to the
discretion of the terminal owner or
operator. One commenter stated that
seafarers are being denied shore leave as
they cannot apply for visas in a timely
manner and that seafarers who meet all
legal requirements should be permitted
to move to and from the vessel through
the facility, subject to reasonable
requirements in the Facility Security
Plan. One commenter stated that it is

the responsibility of the government to
determine appropriate measures for
seafarers to disembark. One commenter
encouraged the government to expedite
the issuance of visas for shore leave.

We agree that coordinating mariner
shore leave and chaplains’ access to
vessels with facility operators is
important and should be retained.
Sections 104.200(b)(6) and 105.200(b)(7)
require owners or operators of vessels
and facilities to coordinate shore leave
for vessel personnel in advance of a
vessel’s arrival. We have not mandated,
however, that facilities allow access for
shore leave because during periods of
heightened security shore leave may not
be in the best interest of the vessel
personnel, the facility, or the public.
Mandating such access could infringe
on private property rights; however, we
strongly encourage facility owners and
operators to maximize opportunities for
mariner shore leave and access to the
vessel through the facility by seafarer
welfare organizations. The Coast Guard
does not issue, nor can it expedite the
issuing of, visas. Additionally, visas are
a matter of immigration law and are
beyond the scope of these rules. Finally,
it should also be noted that the
government has treaties of friendship,
commerce, and with several nations.
These treaties provide that seafarers
shall be allowed ashore by public
authorities when they and the vessel on
which they arrive in port meet the
applicable requirements or conditions
for entry. We have amended
§§104.200(b) and 105.200(b) to include
language that treaties of friendship,
commerce, and navigation should be
taken into account when coordinating
access between facility and vessel
owners and operators.

Three commenters stated that many of
the requirements of § 104.265, security
measures for access control, should not
apply to unmanned vessels because
there is no person on board the vessel
at most times.

We disagree. The owner or operator
must ensure the implementation of
security measures to control access
because unmanned barges directly
regulated under this subchapter may be
involved in a transportation security
incident. As provided in § 104.215(a)(4),
the Vessel Security Officer of an
unmanned barge must coordinate with
the Vessel Security Officer of any
towing vessel and Facility Security
Officer of any facility to ensure the
implementation of security measures for
the unmanned barge. We have amended
§105.200 to clarify the facility owner’s
or operator’s responsibility for the
implementation of security measures for
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unattended or unmanned vessels while
moored at a facility.

Four commenters stated that any
future interim rules should not apply to
certain waterfront areas, such as
seafarers’ welfare centers and clubs, and
that these areas should not be
considered facilities subject to the
regulations under part 105.

Seafarers’ welfare centers and clubs
are not specifically regulated under part
105 unless these facilities are contained
within a marine transportation-related
facility. Any future rulemakings
regarding these types of centers or clubs
would be subject to notice and
comment.

One commenter requested that we
amend § 105.200(b)(9) to clarify that
owners or operators must report
“transportation” security incidents
because the word ““transportation” is
missing.

We agree with the commenter and
have amended the section accordingly.
This language is now found in
§105.200(b)(10).

Five commenters supported the Coast
Guard in not specifically defining
training methods. Another commenter
agrees with the Coast Guard’s position
that the owner or operator may certify
that the personnel with security
responsibilities are capable of
performing the required functions based
upon the competencies listed in the
regulations. Two commenters stated that
formal security training for Facility
Security Officers and personnel with
security related duties become
mandatory as soon as possible. One
commenter stated that they were
concerned with the lack of formal
training for Facility Security Officers.

As we explained in the temporary
interim rule (68 FR 39263) (part 101),
there are no approved courses for
facility personnel and, therefore, we
intend to allow Facility Security
Officers to certify that personnel
holding a security position have
received the training required to fulfill
their security duties. Section 109 of the
MTSA required the Secretary of
Transportation to develop standards and
curricula for the education, training,
and certification of maritime security
personnel, including Facility Security
Officers. The Secretary delegated that
authority to the Maritime
Administration (MARAD). MARAD has
developed model training standards and
curricula for maritime security
personnel, including Facility Security
Officers. In addition, MARAD intends to
develop course approval and
certification requirements in the near
future.

Three commenters stated that it
would be difficult for smaller
companies to meet the qualification
requirements for Facility Security
Officers that are set out in § 105.205.

We recognize that some companies
will find it harder than others to locate
individuals who are qualified to serve as
Facility Security Officers. We believe
there is flexibility in the structure of our
requirements, and therefore these
requirements are able to take this into
account. We allow Facility Security
Officers to have general knowledge,
which they may acquire through
training or through equivalent job
experience. Formal training is not a
prerequisite in the designation of a
Facility Security Officer. We also allow
an individual to serve as a Facility
Security Officer on a collateral-duty
basis, to serve as the Facility Security
Officer for multiple facilities, and to
delegate duties, all of which make it
easier for companies to identify and
designate qualified Facility Security
Officers.

Fifteen commenters asked that the
Coast Guard re-examine the requirement
that if a Facility Security Officer serves
more than one facility, those facilities
must be no further than 50 miles apart.
The commenters argued that companies
with multiple facilities should be able to
assign Facility Security Officer
delegations, regardless of distance
between facilities, especially since this
section allows the Facility Security
Officer to delegate security duties to
other personnel, so long as he or she
retains final responsibility for these
duties. Four of these commenters did
not support the limitation on Facility
Security Officers from serving facilities
in different COTP zones, even if the
facilities are within 50 miles of each
other. One commenter stated that many
facilities that are not co-located may be
managed as multiple site complexes
using shared operational and
administrative resources, and that, as
such, they should have one Facility
Security Officer assigned to them
regardless of the distance between them.

We believe these commenters
misinterpreted § 105.205(a)(2). There is
no requirement that the Facility
Security Officer must be situated within
any particular distance of the facilities
for which he or she serves. Section
105.205(a)(2) pertains to the maximum
distance between the individual
facilities that can be served by a single
Facility Security Officer. We determined
that a distance of 50 miles between
facilities within a single COTP zone was
appropriate for several reasons. During
our initial public meetings we received
comments from many small facility

operators who have numerous similarly
designed, equipped and operated
facilities in proximity to each other.
They believed that a single Facility
Security Officer could adequately meet
the responsibilities set out in
§105.205(c) in situations like this. The
50-mile distance requirement was
determined because facilities sharing a
similar design, equipment, and
operations would often share other
similar characteristics such as
geography, infrastructure, proximity to
population centers, and common
emergency response and crisis
management authorities. In addition to
the 50-mile limit, we require all single
Facility-Security-Officer-served-
facilities to be within a single COTP
zone because the COTP is the Facility
Security Plan approving authority, and
the COTP, as Federal Maritime Security
Coordinator, is the Federal official
charged with communicating the
MARSEC Levels to the Facility Security
Officer. We have not specified where
the designated Facility Security Officer
must be in proximity to the facilities he
or she serves. However, it is our opinion
that in order to effectively carry out the
duties and responsibilities specified in
§105.205(c), the Facility Security
Officer should be able to easily make
on-site facility visits of sufficient
frequency and scope so as to be able to
effectively monitor compliance with the
requirements established in 33 CFR part
105.

Nine commenters requested formal
alternatives to Facility Security Officers,
Company Security Officers, and Vessel
Security Officers much like the
requirements of the Oil Pollution Act of
1990, which allow for alternate
qualified individuals.

Parts 104, 105, and 106 provide
flexibility for a Company, Vessel, or
Facility Security Officer to assign
security duties to other vessel or facility
personnel under §§ 104.210(a)(4),
104.215(a)(5), 105.205(a)(3), and
106.210(a)(3). An owner or operator is
also allowed to designate more than one
Company, Vessel, or Facility Security
Officer. Because Company, Vessel, or
Facility Security Officer responsibilities
are key to security implementation,
vessel and facility owners and operators
are encouraged to assign an alternate
Company, Vessel, or Facility Security
Officer to coordinate vessel or facility
security in the absence of the primary
Company, Vessel, or Facility Security
Officer.

One commenter stated that allowing
the Vessel Security Officer and Facility
Security Officer to perform collateral
non-security duties is not an adequate
response to risk.
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Security responsibilities for the
Company, Vessel, and Facility Security
Officers in parts 104, 105, and 106 may
be assigned to a dedicated individual if
the owners or operators believe that the
responsibilities and duties are best
served by a person with no other duties.

Two commenters stated that the
Facility Security Officer should be
allowed to assign the day-to-day
security activities to other personnel.

The regulations, allow for the Facility
Security Officers to assign security
duties to other facility personnel under
§105.205(a)(3).

After further review of § 105.205, we
are amending § 105.205(c)(11) to clarify
that the responsibilities of the Facility
Security Officer includes the execution
of any required Declarations of Security
with the Masters, Vessel Security
Officers, or their designated
representatives.

Two commenters suggested that
ferries be exempt from the “while at
sea’” clause in § 104.220(i) that requires
company or vessel personnel
responsible for security duties to have
knowledge on how to test and calibrate
security equipment and systems and
maintain them, arguing that ferries are
not oceangoing and, therefore, typically
use a manufacturer’s service
representative to perform equipment
testing and calibration while at the
dock. In addition, one commenter
requested clarification on whether a
manufacturer’s technical expert could
be used to perform regularly planned
maintenance at the ferry terminal.

We disagree with exempting ferry or
facility security personnel from
understanding how to test, calibrate, or
maintain security equipment and
systems. However, §§104.220 and
105.210 provide the company the
flexibility to determine who should
have an understanding of how to test,
calibrate, and maintain security
equipment and systems. By stating
“company and vessel personnel
responsible for security duties must
* * * ag appropriate,” we have allowed
a company to write a Vessel or Facility
Security Plan that outlines
responsibilities for security equipment
and systems. If the company chooses to
have company security personnel hold
that responsibility, then vessel or
facility security personnel would simply
have to know how to contact the correct
company security personnel and know
how to implement interim measures as
a result of equipment failures either at
sea or in port. Sections 104.220 and
105.210 do not preclude a
manufacturer’s service representative
from performing equipment
maintenance, testing, and calibration.

One commenter stated that crowd
management and control techniques,
under § 105.210(e), should not be
required of facility personnel with
security duties, stating that this function
is solely a responsibility of public
responders.

We believe that crowd management
and control techniques may be
appropriate for facility security
personnel with certain security duties.
The overall security and safe operation
of a facility rests with the owner or
operator of that facility. It is not outside
the realm of facility personnel’s duties
to consider security and their role in
minimizing risk, including crowd
management and control techniques.

Two commenters requested that
ferries and their terminals be exempt
from conducting physical screening
and, therefore, should also be exempt
from §§104.220(1) and 105.210(1), which
require security personnel to know how
to screen persons, personal effects,
baggage, cargo, and vessel stores.

We disagree with exempting ferries
and their terminals from the screening
requirement and, therefore, will
continue to require that certain security
personnel understand the various
methods that could be used to conduct
physical screening. Because ferries
certificated to carry more than 150
passengers and the terminals that serve
them may be involved in a
transportation security incident, it is
imperative that security measures such
as access control be implemented.
Section 104.292 provides passenger
vessels and ferries alternatives to
identification checks and passenger
screening. However, it does not provide
alternatives to the requirements for
cargo or vehicle screening. Thus, ferry
security personnel assigned to screening
duties should know the methods for
physical screening. There is no
corresponding alternative to § 104.292
for terminals serving ferries carrying
more than 150 passengers; therefore,
terminal security personnel assigned to
screening duties should also know the
methods for physical screening.

One commenter suggested exempting
ferry terminals from § 105.210(1)
concerning methods of physical
screening of persons, personal effects,
baggage, cargo, and vessel stores
because “it is not applicable.”

We disagree that all ferry terminals
should be exempted, as this comment
appears to presuppose that portions of
the regulations are not applicable to all
ferry terminals. We determined that
facilities that receive vessels certificated
to carry more than 150 passengers are at
risk of being involved in a

transportation security incident and are
regulated under § 105.105.

Forty-one commenters requested that
§§104.225, 105.215, and 106.220 be
either reworded or eliminated because
the requirement to provide detailed
security training to all contractors who
work in a vessel or facility or to facility
employees, even those with no security
responsibilities such as a secretary or
clerk, is impractical, if not impossible.
The commenters stated that, unless a
contractor has specific security duties, a
contractor should only need to know
how, when, and to whom to report
anything unusual as well as how to
react during an emergency. One
commenter suggested adding a new
section that listed specific training
requirements for contractors and
vendors.

The requirements in §§ 104.225,
105.215, and 106.220 are meant to be
basic security and emergency procedure
training requirements for all personnel
working in a vessel or facility. In most
cases, the requirement is similar to the
basic safety training given to visitors to
ensure they do not enter areas that
could be harmful. To reduce the burden
of these general training requirements,
we allowed vessel and facility owners
and operators to recognize equivalent
job experience in meeting this
requirement. However, we believe
contractors need basic security training
as much as any other personnel working
on the vessel or facility. Depending on
the vessel or facility, providing basic
security training (e.g., how and when to
report information, to whom to report
unusual behaviors, how to react during
a facility emergency) could be sufficient.
To emphasize this, we have amended
§§104.225, 105.215, and 106.220 to
clarify that the owners or operators of
vessels and facilities must determine
what basic security training
requirements are appropriate for their
operations.

One commenter agreed with our
inclusion of tabletop exercises as a cost-
effective means of exercising the
security plan.

Eleven commenters requested
clarification on drills and exercises. One
commenter suggested that an exercise be
defined as a tabletop exercise, while a
drill be a one-topic, specific exercise
that is one-hour in length and is easily
incorporated into daily operating
activities. The commenter also
suggested that the frequency of exercise
requirements be extended to once every
three years. Additionally, two
commenters requested that security
drills and exercises be integrated with
non-security drills and exercises. Two
commenters requested that certain
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facilities be allowed to deviate from the
requirements in § 105.220. Two
commenters stated that exercises should
be a company-wide test of a company’s
security readiness. One commenter
requested a waiver from the three drills
per year requirement, based upon
facility size.

We disagree that exercises should be
exclusively tabletop exercises. Under
§105.220(c), exercises may be full scale
or live, tabletop simulation, or seminar
or combined with other appropriate
exercises as stated in § 105.220(c)(2)(i—
iii). Section 105.220(b) provides enough
flexibility for drills to allow them to be
incorporated into daily operations. We
do not disagree that a drill may be
accomplished in a one-hour period but
believe that the length of time would
actually depend on which portion of the
security plan the drill is testing.
Therefore, we did not constrict or
prescribe a drill time-length in the
regulation. We believe that annual
exercises are necessary for each facility
to maintain an adequate level of security
readiness. These security exercises,
however, may be part of a cooperative
exercise program with applicable
facility and vessel security plans or
comprehensive port exercises as stated
in §105.220(c)(3). We agree that the
exercises should be a company-wide
test of a company’s security readiness in
its areas of operation. Additionally, any
facility owner or operator may request a
waiver from any of the security
requirements, in light of the operating
conditions of the facility, in accordance
with § 105.130.

Four commenters suggested that
security drills are not needed when the
only option is to call “911.”

Although calling ““911”” may test one
element of the Facility Security Plan,
additional drills are required to cover
the other elements of the Facility
Security Plan to ensure its effective
implementation.

Nine commenters stated that
companies should be able to take credit
toward fulfilling the drill and exercise
requirements for actual incidents or
threats, as under §103.515.

We agree that, during an increased
MARSEC Level, vessel and facility
owners and operators may be able to
take credit for implementing the higher
security measures in their security
plans. However, there are cases where a
vessel or facility implementing a Vessel
or Facility Security Plan may not attain
the higher MARSEC Level or otherwise
not be required to implement sufficient
provisions of the plan to qualify as an
exercise. Therefore, we have amended
parts 104, 105, and 106 to allow an
actual increase in MARSEC Level to be

credited as a drill or an exercise if the
increase in MARSEC Level meets
certain parameters. In the case of OCS
facilities, this type of credit must be
approved by the Coast Guard in a
manner similar to the provision found
in §103.515 for the AMS Plan
requirements.

One commenter stated that the
language in § 105.225, regarding
recordkeeping, does not specify where
the records should be kept. The
commenter stated that it is presumed
that such records may be kept off-site in
a secure location accessible to the
Facility Security Officer and other
appropriate personnel. One commenter
asked for clarification of sensitive
security information because there is no
suitable place for such information to be
protected on board an unmanned vessel.
One commenter recommended that
records be kept onshore and not on
board the vessel.

Sections 104.235(a) and 105.225(a)
state that the records must be made
available to the Coast Guard upon
request, and §§ 104.235(c) and
105.225(c) state that the records must be
protected from unauthorized access.
Therefore, a facility or vessel owner or
operator must ensure that records are
kept safely and also are available for
inspection by the Coast Guard upon
request, but the records do not
necessarily have to be kept at the facility
or on the vessel.

One commenter asked for a definition
of “security equipment” and suggested
using the term ““security system”
instead. The commenter also asked how
much detail must be included in records
of maintenance, calibration, and testing.

Depending on how a facility owner or
operator decides to implement the
security measures of this part, either
term would be appropriate. Some may
choose to install stand-alone equipment,
while others may choose to have an
integrated security system. We did not
prescribe specific details for
recordkeeping of security equipment
because of the diverse possibilities of
implementation. The intent of the
recordkeeping requirements in
§105.225 was to keep a general log of
calibration, testing, and maintenance
performed.

Two commenters recommended that a
sentence be added to the end of
§105.225(b)(1) that reads: “Short
domain awareness and other orientation
type training that may be given to
contractor and other personnel
temporarily at the facility and not
involved in security functions need not
be recorded.” The commenters stated
that this change would eliminate the

unnecessary recordkeeping for this
general ““domain awareness” training.

We agree that the recordkeeping
requirements in § 105.225 for training
are broad and may capture training that,
while necessary, does not need to be
formally recorded. Therefore, we have
amended the requirements in
§105.225(b)(1) to only record training
held to meet §105.210. We have also
made corresponding changes to
§§ 104.235(b)(1) and 106.230(b)(1).

Six commenters stated that the
majority of the recordkeeping
requirements for facilities and OCS
facilities were overly burdensome and
unnecessary. One commenter suggested
adding exemptions to § 105.110(b) to
exempt public access areas from the
recordkeeping requirements under
§§105.225(b)(3), (b)(4), (e)(8) and (e)(9).

We disagree with the commenters.
Recordkeeping serves the vital function
of documenting compliance with the
regulations. We also disagree that
exemptions from the recordkeeping
requirements are appropriate for public
access areas. We note that there is no
§105.225(e).

We received 28 comments regarding
communication of changes in the
MARSEC Levels. Most commenters
were concerned about the Coast Guard’s
capability to communicate timely
changes in MARSEC Levels to facilities
and vessels. Some stressed the
importance of MARSEC security
information reaching each port area in
the COTP’s zone and the entire
maritime industry. Some stated that
local Broadcast Notice to Mariners and
MARSEC Directives are flawed methods
of communication and stated that the
only acceptable ways to communicate
changes in MARSEC Levels, from a
timing standpoint, are via email, phone,
or fax as established by each COTP.

MARSEC Level changes are generally
issued at the Commandant level and
each Marine Safety Office (MSO) will be
able to disseminate them to vessel and
facility owners or operators, or their
designees, by various ways.
Communication of MARSEC Levels will
be done in the most expeditious means
available, given the characteristics of the
port and its operations. These means
will be outlined in the AMS Plan and
exercised to ensure vessel and facility
owners and operators, or their
designees, are able to quickly
communicate with us and vice-versa.
Because MARSEC Directives will not be
as expeditiously communicated as other
COTP Orders and are not meant to
communicate changes in MARSEC
Levels, we have amended §101.300 to
remove the reference to MARSEC
Directives.
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Six comments were received
concerning the requirement that
facilities communicate changes in
MARSEC Levels to vessels. Four
commenters requested that OCS
facilities only notify those vessels
subject to part 104 of a change in
MARSEC Level, instead of notifying all
vessels conducting operations with the
OCS facility, vessels moored to a
facility, or scheduled to arrive within 96
hours.

We disagree with the commenter.
Although vessels not covered under part
104 may not be likely to be involved in
a transportation security incident, they
may interface with facilities that are
likely to be involved in a transportation
security incident. Therefore, the Coast
Guard requires facilities to transmit the
necessary information on MARSEC
Levels to all vessels they interface with
regardless of whether the vessels have
their own Vessel Security Plan to ensure
that security at the facilities is not
compromised.

We received 15 comments on the
facility owner’s or operator’s
responsibility to communicate changes
in MARSEC Levels to vessels bound for
the facility. Nine commenters noted that
it would be difficult and impractical for
facilities to notify vessels 96 hours prior
to arrival of changes in MARSEC Levels
because some vessels and facilities do
not have a means to provide secure
communications. Three commenters
stated that facilities should not be
responsible for notifying vessels that
have not arrived at the facility of
MARSEC Level changes. In contrast, one
commenter suggested that the Coast
Guard amend §101.300(a) to include a
provision for facilities to notify vessels
of MARSEC Level changes within 96
hours, much like that which is currently
found in § 105.230(b)(1).

The intent of the regulations was to
give vessel owners or operators the
maximum amount of time possible to
ensure the higher MARSEC Level is
implemented on the vessel prior to
interfacing with a facility. This ensures
that the facility’s security at the higher
MARSEC Level is not compromised
when the vessel arrives. Therefore,
while it may be difficult to contact a
vessel in advance of its arrival, it is
imperative for the security of the facility
and the vessel. Additionally,
communications between the facility
and the vessel do not need to be secure,
as MARSEC Levels are not classified
information. We have not amended
§101.300(a), as the commenter
suggested, because this section is
intended to regulate communication at
the port level, whereas § 105.230(b)(1) is

intended to regulate communication at
the individual facilities within the port.

Seven commenters stated that
although facility or vessel personnel
need to understand the current
MARSEC Level and have a heightened
state of awareness, in most cases, the
specifics of the threat should not be
disclosed.

It is necessary for the vessel or facility
personnel to know about threats to the
vessel or facility because this helps to
focus their attention on specific
attempts or types of threats to the vessel
or facility. To balance this need with
sensitive security concerns,
§§104.240(c) and 105.230(c) give the
owners or operators discretion in
deciding how much specific
information needs to be disclosed to
facility or vessel personnel.

Thirty-three commenters stated that
the public lacks either the authority or
the expertise for implementing the
security measures for MARSEC Level 3,
which include armed patrols,
waterborne security, and underwater
screening.

We disagree and believe that owners
and operators have the authority to
implement the identified security
measures. For example, it is well settled
under the law of every State that an
employer may maintain private security
guards or private security police to
protect his or her property. The
regulations do not require owners or
operators to undertake law enforcement
action, but rather to implement security
measures consistent with their
longstanding responsibility to ensure
the security of their vessels and
facilities, as specifically prescribed by
33 CFR 6.16-3 and 33 CFR 6.19-1, by:
deterring transportation security
incidents; detecting an actual or a
threatened transportation security
incident for reporting to appropriate
authorities; and, as authorized by the
relevant jurisdiction, defending
themselves and others against attack. It
is also important to note that the
security measures identified by these
commenters, while listed in
§§104.240(e) and 105.230(e), are not
exclusive and only relate to MARSEC
Level 3 implementation. In many
instances, the owner or operator may
decide to implement these security
measures through qualified contractors
or third parties who can provide any
expertise that is lacking within the
owner’s or operator’s own organization
and who also have the required
authority.

One commenter asked for clarification
of § 104.240(b)(2) because “facility and
barge fleets have control of unmanned
vessels” moored at their facilities.

We agree that the owners and
operators of barge fleeting facilities have
control of unmanned vessels that are
moored at their facilities. As such, it is
the responsibility of the facility owner
or operator to ensure that the COTP is
notified when compliance with a higher
MARSEC Level has been implemented
at the facility, including on the
unmanned vessels moored at the
facility.

Two commenters stated that
§ 105.235(b) requires an effective means
of communications be in place and
documented in the facility plan. One of
the commenters asked if it was
acceptable to communicate with the
vessel through the person in charge.

Section 105.235(b) provides enough
flexibility that it may be appropriate to
list the person in charge, as defined in
33 CFR part 155, as a means of
communication in the Facility Security
Plan, provided it meets with the
approval of the cognizant COTP.

Two commenters suggested that the
Coast Guard should be responsible for
facilitating communications between
vessels and facilities.

We believe that it is the Coast Guard’s
role to ensure that vessels and facilities
have the proper procedures and
equipment for communicating with
each other. The Coast Guard does have
communication responsibilities, as
found in § 101.300. It is imperative,
however, that vessels and facilities
effectively communicate with each
other in order to coordinate the
implementation of security measures.
Thus, we have placed this requirement
on the owner or operator, not the Coast
Guard. The Coast Guard will be
inspecting facilities and vessels to
ensure this communication is
accomplished.

We received 14 comments about the
length of the effective period of a
continuing Declaration of Security for
each MARSEC Level. Five commenters
stated that there is little need to renew
a Declaration of Security every 90 days
and that it should instead be part of a